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. ATTACHMENT

NSA COMMENTS ON PROPOSED REVISION OF DCID 1/11
\/<;. Paragraph l;a.:

1. We recomnend substitution of the word "minimum” for
tho word “uniform”. ,

Rationale: Some programs require extraordinary security controls
to protect the intelligence, intelligence information and intelligence
sources and methods involved., Uniform standards could result in
overly stringent controls being applied to some programs and less
than adeguate controls being applied to others. Minimum standards,
on the other hand, can be made more stringent when necessary,

2. The term "intelligence information" is inadeguate to
set in proper perspective the taotal role of the Dl and heads of
Intelligence Community departments and agencies. Footnote 2 is
equally defective. This subparagraph is so essential to a major
mission of the DCI and the Committee that it should be studied further
to ensure its adegquacy.

Rationale: The drafters of the proposed revision have apparently
gelected the definitions in E.Q. 12036 as the Intelligence Community/
U.S. Government standard definitions. The definitions in the Glossary
of Intelligence Terms and Definitions, June 15, 1978, sanctionad by
the NFI8 and the DCI, have far more appropriate definitions. These
should be scrutinized so that more acceptable definitions are formulated
for use in the DCID. We note the definition of "intelligences
information" proposed in the draft DCID is one of three alternate
definitions in the Glossary. Additionally, the definition does not
include “intelligence"” or the E.0. 12036 definition of "intelligence
product”™. This is a major seqment of the DCI's security responsibility
which in our view would be left in limbo if the proposed definition
is used. : :

B. Paragraph l.b.:

We recommend that the phrase "protection of intelligence
documents” be substituted for the phrase “protection of intelligence
information®. The retention of the word "information" in this
phrase expands the role of the Committee into areas not its
regponsibility. :

Raticonale: E.0, 12065 permits the DCI primacy in "matters
pertaining to intelligence scources and methods”. The retention of
the word "information" abrogates Section 3-403, Section 4-201,
Section 5~2 and others which prescribe for the government the
Information Security Program. Additifonally, other DCI Committees
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have charter responsgibilities for information security policiss,
standards, practices and dissemination procedures. This version
ignores this and in effect takes over a responsibility it should
not have. For example, the SIGINT Committee is now rvesponsible
for establishing policies, procedures and channels for the
protection of SIGINT information. The SECOM should restrict -
its responaibility to the establishment of minimum and detailed
standards for the technical security of that informaticon - e.qg.,
the wrapping, transshipment, marking, safeguarding, etc. of
documents containing SIGINT information. '

C. Paragraph 1.f.:

Recormmend this Paragraph be reworked to dalate the words
"special access programs governed by Section 4~2 of Executive
Order 12065", and the words “within a framework of administrative
simplicity”.

Rationale: Section 4-201 states that the DCI is responsible
for "matters pertaining to intelligence sources and methods". As
written, subparagraph f could be interpreted as giving the SECOM
carte~blanche control over all government special access programs
many of which have no direct relationship to the responaibilities
of the DCI. The statement concerning administrative simplicity
is in our opinion inappropriate for a document of thias kind and
adds nothing. ‘

i

b. Paragraph l.g.:

We propose that Iinstead of adding "or communicated™ to thisg
subparagraph that all delimiters be deleted and it be changed to
read: : .

"Reviewing, formulating and recommending to the Director
of Central Intelligence, policies, requirements and procedures to
protect intelligence data in ADP systems and networks”.

Comment: We recognize that DCID 1/16 does not include policy
on ADP systems that are dedicated to telecommunications functions.
This exceptlion was deliberate and occurs for two reasons:

a. In the past, the policy governing the functiocnal
area of telecommunications has been made by the COMSEC community.

b. DBCID 1/16 is written for the general case and does
not differentiate reguirements based on functional areas.

Rationale:
1. This wording does not single out the specific functions

being performed on the data by the ADP systems and therefore it
does not implicitly bind the subcommittee.
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2. The communications of data ia integral to the
definition of a network. - '

3. The present wording and exception of DCID 1/16 im in
consonance with this wording.

E. Paragraph 2.a.:

Recommend the word *uniform”" be changed to "minimun” and
delete the word "information” in the last line and substitute,
», intelligence sources and methods".

Rationale: See paragraphs A.l. and 2, and B, above.

F. Paragraph 2.c.t
Recommend this paragraph be deleted.

Rationale: These ara properly functions of department and agency
heads as stated in Section 5-4, E.O0. 12065.

G. Paragraph 3.b.:

Recommend this subparagraph be deleted and the current
vargion be retained.

nationale: We disagree in the inclusion of "shall™ (2nd line)
as well as the term "intelligence information”. It is the SIO's =
responsibility to determine what shall be investigated. We have iy
stated in foregoing paragraphs our objection to the term " intelligensmus
information”. The proposed paragraph impinges upon the prerogatives- -’
and responsibilities of NFIB members and of the DIRNSA as set fox¥d ..
in the CISR with respect to COMINT compromises and possible compros pew. -

H. Attachment 2:

Paragraph 1 - Recommend rewrite as proposed in paragraph-nf'

above.
»

I. Attachment 3:

Paragraph 1, line 3 - recommend inserting the word "technical”
before the word "guidance”. et

Rationale: See paragraph B, above. The role of the Security
Committae should be limited to the technical aspects of security
in support of the security responsibilities assigned to other DCI -

commni ttees.
J. Attachment 3: o

Page 1, bottom of page. The footnote in the existing
DCID 1/11 dealing with compartmentced collection programs operated
on an Executive Agent basis should be restored.
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Rationale: Such programs are recognized in Executive Order 12036.
Responsiblillties for these bragrams are assigned in the same document.

K. Attachment 3:

Paragraph 2, line 1 - recommend adding "technical® following
"maintain”. e ——— :
Rationale: The same as in paragraph 3.e,, above,
L. Atcachment 3:

Following paragraph 2. fThe paragraph in the existing DCID 1/11
that assigns the Committee the responsibility to furnish technical
guidance and assistance to other pCT committees and executive agents
should be restored.

Rationale: This is a basic function of the Security Committee
and it should be emphasized.

M. Attachment 3:
Paragraph 2.c. - Recommend changing "information® to "document”.
Rationale: The same as that provided in paragraph B, above.

N. Attachment 3:

Paragraph 5, line 1 -~ Recommend adding "in coordinatiaﬁ with
the appropriate DCI committee® following "policies”. -

Rationale: This phrase is carried in the existing DCID 1/11. -

The role and security responsibilities of these committees in this
matter cannot be ignored.

.
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